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Bm To: Leaders of U.S. business, government,
technology and health care

Subject: The health of America 2006

If there’s one thing that everyone agrees on about
the U.S. health care system, it’s that it isn’t, in fact,
a system.

A system is organized and consistent.
A system establishes and rewards best practices.

A system integrates diverse elements.
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A system is built on standards.

A system creates incremental value.

There is much to be proud of in U.S. health care.
We have the best doctors and hospitals in the
world, the most advanced medical technology, the
most prolific engines of biomedical research and
innovation. We’ve shown time and again the capac-
ity and the commitment to tackle “grand chal-
lenges,” from the defeat of polio to the mapping of
the human genome.

But the sad truth is that in health care today,
the whole is much less than the sum of its parts.
If our health care system were a brain, it would
have millions of smart neurons, but no central
nervous system.

We will never fix this problem simply by tinkering
with its parts. As a practical matter, and as a moral

imperative, we have to address the systemic prob-
lems of health care. And the most glaring — and
promising — is health care’s shocking lack of mod-
ern, networked information technology (IT), and the
lost quality and efficiency that result.



The Technology CEO Council, a consortium of
leaders in the IT industry, is focusing on this issue
for three reasons:

= First, we believe that a high-functioning health
care system presents the single best way to
improve the overall health of our society and
economy.

= Second, we believe that circumstances now
are uniquely aligned to seize that opportunity —
and that failing to do so will have serious long-
term consequences.

= Third, we believe we can help. Systems are
our area of expertise.

The IT industry has, over the last half century, built
the systems that run virtually every important indus-
try and public institution in America — and in the
process, has transformed our national economy.
Plus, as leaders of large enterprises ourselves —
companies that are rapidly integrating across
diverse industries, functions, businesses and parts
of the world — we know first-hand the value of IT
enablement, networking and integration.

The United States today finds itself in a tough
battle in a globalizing marketplace, and we can’t
compete if we are forced to spend 30 percent of
our Gross Domestic Product (GDP) fighting a two-
front war against disease and disaggregated data.
Worse, it's a war we’re losing. The United States
spends far more per capita on health care than any
other country — yet by numerous measures of quality
and patient satisfaction, Americans are not getting
full value for their hard-earned health care dollars.

It’s time — indeed, past time — to bring
Americans’ health care into the same century
as their banking, shopping, entertainment and
manufacturing.

As you read this report, you may be surprised to
find a proposal from the IT industry that is not pri-
marily about massive investment in infrastructure —
although, with the United States only 16th in the
world in per-capita broadband deployment, that cer-



tainly does require more work. However, in our view,
the most urgent problems facing American health
care — and the most promising opportunities for
improving it — are not about infrastructure or com-
puters, nor about the generation of more data.

This is less about technology than about policy.
What’s most needed now is leadership. We need a
new approach that reaches across government,
business and the provider community to reward
integration and coordination of care, not isolation ...
to speed the adoption of evidence-based clinical
practices, not keep them in medical journals ...
to reinforce collaboration, not penalize it ... and
to strengthen the doctor-patient relationship, not
create adversaries.

Ask any CEO, governor, mayor or university presi-
dent what his or her top financial challenge is, and
the answer will be the same: “the rising cost of
health care.” The nine of us who make up the
Technology CEO Council grapple with this every day
in our own companies. We are deeply concerned
about the impact of these escalating costs on our
companies, our industry, our customers and the
U.S. economy as a whole — and even more, their
deeper, longerterm impact on Americans’ physical
and social health. The truth is, an integrated health
infrastructure is a crucial part of our nation’s long-
term security.

We are under no illusions. We know that the
issues of American health care are complex and
deeply rooted. But we also know that improved infor-
mation management can make a huge, transforma-
tional difference.

We call on our peers in health care, government,
insurance and business — America’s providers, pay-
ers and regulators — to join us in stepping up to
this leadership challenge:

National Leadership

We call on government to leverage its position as
America’s largest purchaser of health care, to
demand more for its money, and to use measure-

ment and accountability to drive value improvement
and cost reduction.

Provider Leadership

We call on health care providers and insurers to
establish common, transparent metrics of quality
and cost and to adhere to standards that permit
interoperability of their information systems and to
clinical practices that conform to the best medical
evidence.

Business Leadership

We call on our fellow business leaders to use their
purchasing decisions to encourage delivery of the
highest quality and value and to provide their
employees with the personal health record tools to
make better health care and lifestyle decisions.

Grassroots Leadership

We call on individual Americans to take charge of
their health, to demand access to their personal
health information, and to use that information in
making decisions about the health products and
services that they and their families use.

Specifically, we call for the implementation of the
seven-point program of health care reform detailed
in this report. And though we compete aggressively
with one another in the marketplace, our nine com-
panies — representing more than 800,000 employ-
ees around the world — are joining together to
create common tools and approaches, and to adopt
these new approaches ourselves.
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In that spirit, we offer in this report:
= A Call to Action that highlights our vision and
recommendations
= An e-Health Readiness Guide that provides
benchmarks for progress and action steps for
organizations and individuals
= Model Legislation for state lawmakers to review
and consider
It’s time for America’s unmatched technology and
business creativity to focus on our citizens’ health
and well-being. We have great doctors, hospitals,
pharmacies and scientists. We are blessed with a
national culture of pragmatism, compassion and
innovation. But there’s so much more we can and
must do.
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Joseph Tucci
President and
Chief Executive Officer
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We need a health care system that supports
America’s future as the world’s premier hub of inno-
vation. We need a health care system that brings
21st-century networking and knowledge systems to
the prevention of injury and disease as well as its
diagnosis and treatment; in short, the saving of
lives. We need a health care system that empowers
the American people to become active partners in
improving their own health — and, through their par-
ticipation, enhancing the collective health of all
Americans.

In a word, we need a U.S. health care system.
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g and recommendations

The problems within U.S. health care that result

from inadequate information systems are well

documented:

= According to a seminal study and subsequent
analyses of it, up to 98,000 hospital patients
die from avoidable medical errors each year —
more than from AIDS, homicides and car crashes
combined.*
An estimated $300 billion is wasted annually on
unneeded and redundant medical tests, with
another $150 billion lost to administrative waste.?
This inefficiency and waste have helped drive
health insurance premiums up more than 10 per-
cent annually for five straight years — far outpac-
ing inflation in other sectors of the economy.®
A 2004 RAND study found that patients received
the recommended care only 54 percent of the
time. Although the standard of care for a heart
attack is beta blockers and aspirin, only 45 per-
cent and 61 percent of patients, respectively,
received these important and relatively inexpen-
sive medications.
A September 2005 RAND study determined that a
true national health information network could
save up to $165 billion per year by shortening
hospital stays, encouraging tests and early treat-
ment, and cutting administrative costs.*
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There are hundreds of additional data points that
could be cited. What is beyond dispute is that this
disaggregated information regime is an important
reason the American health care system ranks a
mere 37th in the world in quality,® and the United
States ranks a sobering 48th in life expectancy.®

The good news is that much of the broadband
and computing infrastructure for a modern system
already exists, with more on the way. There is also
a wealth of high-quality data being generated by
many elements of the health care ecosystem today
— from high-tech operating rooms and labs to clini-
cal trials and the frontiers of genetic modeling; from
company benefit programs to the databases of
insurers, pharmacies, schools and wellness pro-
grams. Although much physician record-keeping is
still paper-based and disconnected — and these
repositories of crucial information must be aggres-
sively digitized and networked — there is a great
deal that can be done right now with the data and
infrastructure we already have.
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Specifically, the Technology CEO Council believes
that there are pragmatic steps that key stake-
holders in the U.S. health care ecosystem can
take in 2006 to produce meaningful near-term
improvement. We call for the adoption of a seven-
point program:

Employers must raise the bar for quality, effi-

ciency and safety by adopting principles that
drive better health care outcomes. Companies
should buy health care based on quality, value and
improved performance from providers and networks
investing in measurement, accountability and inter-
operability. The companies of the Technology CEO
Council believe that access to personal health infor-
mation is a key step toward the empowerment of
health care consumers that will enable the inter-
change of health data. The companies of the
Technology CEO Council will continue to lead such
efforts among employers.

Providers, payers and regulators must adopt

interoperable technology and common data
standards. Health care records and systems should
use open standards — that is, technology stan-
dards developed through transparent public
processes — to enable national interoperability
among the different systems. The companies of the
Technology CEO Council will adopt electronic health
records based on open standards and we will make
a private, personal and portable electronic health
record available to each of our U.S.-based employ-
ees as soon as possible.

The federal government must serve as an

exemplar and change agent. As one of the
largest providers of health care services, govern-
ment should play a leadership role by driving
market-based open standards and best practices in
its own programs, such as the U.S. Department of
Defense and the U.S. Department of Veterans
Affairs. Government should begin accepting and, by
2007, require federal agencies to receive and trans-
mit information electronically, using interoperable
standards.



States must catalyze local change and
establish the building blocks of a national
system. State policymakers should convene com-
munity dialogues to consider ways of improving
health care through better information management,
including legislation that:
= bases Medicaid reimbursements on value, with
additional incentives for health IT adoption;
= encourages formation of regional health initia-
tives through loans, grants and/or regional tax-
exempt bonding authority;
= removes legal and regulatory impediments;
= makes better use of health care data collected
by state public health agencies; and
= enables telemedicine through licensing reforms
and Medicaid reimbursement.
A discussion summary draft of Model Legislation is
included on page 35 of this report.
Medicare and Medicaid programs must drive
quality medicine. Medicare and Medicaid reim-
bursement programs must pay for performance —
providing incentives to drive higher quality, greater
efficiency and the spread of best practices.
Congress should pass legislation that advances
Medicare reimbursement reforms that reward quality
and value.
Public and private stakeholders must ensure
patient privacy and data security. Everyone
in the health care community should review existing
federal, state and health network systems and prac-
tices to ensure they both promote data sharing and
network interoperability and protect patient privacy
and information security.
Policymakers must provide adequate funding
for health care IT leadership and change.
The long-term returns vastly outweigh the near-term
costs. Policymakers should commit the resources
needed to catalyze change on a consistent and pre-
dictable basis, through the U.S. Department of
Health and Human Services (HHS), its Centers for
Medicare & Medicaid Services (CMS), and other
agencies. Congress should fully fund the HHS Office
of the National Coordinator for Health Information

Technology (ONCHIT) and the health IT work of the
other critical HHS agencies in the Fiscal Year (FY)
2007 budget.

The journey to 21st-century e-health requires a
series of transformative steps from our current frag-
mented, paper-based state to online, interactive
health care and, ultimately, to a truly integrated sys-
tem. The Technology CEO Council believes that a
balanced, multifaceted effort, involving payers,
providers and government, offers the best hope for
success. We think our industry’s area of expertise
enables us to hone in on promising opportunities to
accomplish that. And our leaders are eager to join
with their peers in American business, health care
and government to move the process forward more
rapidly.

If we do so, we believe it is reasonable to
achieve, within the next five to 10 years, a U.S.
health care system where we see:
= A 40 percent to 60 percent reduction in preventa-

ble medical errors in hospitals through improved

information controls

= Fewer than 10 percent of individuals manually
entering health information for each new provider
visit

= More than 80 percent of health records available
electronically, with every American who wants an
electronic health record possessing one

= More than 80 percent of individuals with online
wellness programs that monitor progress,
improve compliance and engage providers

= More than 80 percent of prescriptions produced
and transmitted electronically

= 100 percent of individuals accessing care
remotely, with providers receiving health data
from people’s homes

= 100 percent of providers with real-time access to
the most current information on evidence-based
clinical practices and adverse drug interactions,
accessed electronically during the course of care

= 100 percent of government agencies enabled to
receive and share health-related information
electronically
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The good news is that much of the infrastructure
and tools needed to transform our health care sys-
tem exist today, and others are in development.

Much network infrastructure already exists.
Nearly 40 million American homes receive current-
generation broadband connections; more than 80
million American households own personal comput-
ers’; and more than 182 million Americans use cell
phones, increasingly for data-rich applications.

In addition, we have an ocean of high-quality
data. Every day in this country, hundreds of thou-
sands of citizens interact with doctors, nurses, hos-
pitals, health clinics and pharmacies. Every hour
these interactions generate new data on drug effi-
cacy and side effects, optimal courses of treatment,
risks of disease and complication, potential epi-
demics and outbreak migrations, and quality of
care. Prescriptions are tracked electronically by
pharmacy benefit management firms — entities cre-
ated or hired by insurers and employers to manage
prescription drug costs for their enrollees and
employees. Lab results often are processed elec-
tronically by independent laboratories and hospitals.
All of this data could be used to assess whether
health care dollars are well spent.

In development today and ready to serve as the
linchpins of a networked health care infrastructure
are many tools, including:

Passive Network Tools —
Repositories for Health Information

Picture archiving and communication
systems. These systems capture and store radio-
logical and digital images from X-rays, MRIs, CT
scans and other sources, making them available

to providers and patients.

Electronic health records (EHRS).
EHRs put all of a patient’s medical data in one
place. They enable doctors, nurses, patients and
their families to get the right information at the

right time to make the best decisions. And they
allow individuals to interact directly with their inte-
grated, continually updated health records. In the
future, the idea that health records were locked
inside many doctors’ separate file cabinets will
seem as quaint as having checking account records
locked inside a bank vault.

Interactive Network Tools —
Getting Information and Giving
Orders Online

Computerized physician order entry
systems (CPOES). CPOEs oversee order and
fulfillment of medical actions, including prescrip-
tions, lab orders, discharges, transfers and refer-
rals. Electronic “audits” identify problems such as
allergies and known adverse drug interactions. By
reducing mistakes and automating processes,
e-prescribing can improve patient safety and cut
costs. E-prescribing also gives patients and clini-
cians access to the best medical information to
make critical decisions about medicine selection,
enabling patients to get the most benefits at the
lowest cost.

Privacy management systems. These
systems limit access to data to people with appro-
priate proof of identity, need, location and patient
permissions.

Active Network Tools — Putting
Systems to Work for Health Care

Clinical decision support systems
(CDSS). Many recent studies show that physi-
cians and other caregivers cannot keep up with the
avalanche of new medical information. Clinical deci-
sion support programs address this information
overload by giving providers real-time recommenda-
tions on diagnoses and treatments. From basic
alerts (such as, “You should not give this patient
beta blockers due to her asthma”) to complete clini-
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Deployments of new health IT tools
and their impacts on patient outcomes
and cost quality

providers’ understanding of the results of various
courses of treatment, such as adverse events from

Improved Quality and Reduced Costs

Impact on Value:

2005 2010 2015

cal protocols (such as, “Here are the 15 steps
appropriate for a patient presenting these symp-
toms of coronary artery disease”), these systems
supplement providers’ training and memories so
that best practices are known and offered — with-
out limiting providers’ ability to customize care
based on the needs of the patient.

Wireless networks and remote care.
Electronic monitoring systems allow hospitals to
track medications, patients and doctors within hos-
pitals, with radio frequency identification (RFID)
replacing bar coding to match patients and drugs
(and the right dosage for the right individual). More
advanced wireless monitoring will allow patients to
receive frequent or constant observation and

assessment beyond the confines of a hospital bed.

Aggregate database on treatment
outcomes. As more agencies permit or require
electronic submission of quality metrics and out-
come data, storage of clinical information in data-
bases (with patient names removed) will enable us
to mine such data to vastly improve health care
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medications.

For example, for more than a decade NCR
Corporation has worked with the Michigan
Department of Community Health to develop and
maintain an electronic data warehouse that stores
and analyzes records from the state’s many medical
programs. This aggregation of data allowed health
officials to raise Michigan's child immunization rates
from last to first in the nation by analyzing immu-
nization patterns county by county. It also has
reduced Medicaid administrative costs by 25 per-
cent and saved $75 million to $100 million annually
by reducing program overlap, revealing fraud and
allowing officials to anticipate problems through
improved forecasting.

We still have a long way to go. Increased commit-
ment to and deployment of information technologies
are critical to success. Most of the technologies
noted above have penetration rates among their end
users of 20 percent or less, with CPOE usage rates
below 5 percent. The costs to implement these sys-
tems total tens of millions of dollars. For that to
change, these tools must become standardized, net-
worked and easier to use. But the path forward has
been cleared — and much of the infrastructure has
been built — by the rest of the American economy,
from retail to finance to manufacturing to transporta-
tion. All of these sectors have leveraged the power
of IT to transform themselves and lay the foundation
for a true 21st-century health care infrastructure.
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challenges to overcome

The bad[ [\
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Without question, a major challenge with America’s
health care system is that it remains dependent on
manual data entry and paper records. For example,
95 percent of small practices still rely solely on pen
and paper, according to Healthcare Informatics.*® In
the end, however, fixing U.S. health care is not pri-
marily a matter of technology enablement.

Instead, we must change practices, habits and
culture. And we must adopt policies and incentives
that encourage and enable digjtization, integration,
coordination and information sharing.

Challenge 1

Much important data is paper-based,
isolated and disconnected.

While primary care physicians have their own
records, they do not have access to information
about much of the care their patients receive out-
side their offices — unless patients bring a report
or tell their doctor where to submit a written request
for information. Hospital providers rarely have
access to patient records, such as previous treat-
ment histories outside their hospitals, while emer-
gency room doctors know almost nothing about
patients’ allergies and pre-existing conditions. This
often results in redundant tests, increasing the cost
of care, and missed diagnoses or treatment result-
ing in injury.

Emergency medical technicians (EMTs) — the
medical personnel on the front lines who must
make immediate treatment decisions — may have
it toughest of all. If these dedicated first responders
are lucky, patients may have medical alert devices
or coherent relatives well versed in their family
member’s medical history. More often, EMTs work
in the absence of real-time data on complete
strangers. The irony is that most people suffer med-
ical emergencies near their homes, so that critical
information may be in a hospital or doctor’s office
just down the street.

Poor information systems threaten nonemergency
patients as well. Whether your medication for anxi-

ety peacefully co-exists in your bloodstream with the
cholesterol medication you have been taking
depends on whether each doctor was aware of the
other’s prescription. And whether the pharmacist
gives you Zoloft or Zocor depends too often on the
clarity of the physician’s handwriting. These chal-
lenges become even greater when a patient is tak-
ing multiple prescription drugs and using more than
one pharmacy. The average senior receives 25 pre-
scriptions annually.**

Information that could improve future care
remains unknown to the doctors and patients who
need it most. The government and private entities
spend billions each year for research, clinical trials
and patient studies — but we still collect most of
this data in paper formats, enter it manually into
separate databases, and keep it distinct and not
cross-referenced. Even the data that is already in
electronic form is inaccessible to people who could
use it for productive research. Given the rapid
changes and advances in clinical care, it is difficult
for most providers to be aware of the best and most
recent evidence-based treatment protocols. Further,
patients with identical conditions often receive dif-
ferent care, with treatment based not on their
unique facts and circumstances, but rather on their
providers’ widely varying levels of awareness of the
latest course of treatment.

Challenge 2

We do not use common standards,
preventing effective interoperability,
even among electronic networks.
Because there are multiple standards for software
interoperability and representation of clinical data,
even systems that have replaced pen and paper
cannot interact. Networks of information remain iso-
lated and distinct — call it chronic asystemia — and
this disconnection disserves both providers and
their patients. By keeping vital patient information
out of the hands of both, we limit their ability to
make the best medical decisions. By failing to auto-
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mate prescription and delivery systems, we subvert
their intentions and confuse their instructions. When
we fail to aggregate, analyze and risk-adjust informa-
tion on quality and outcomes, doctors don’t have the
best data about the results of medications and treat-
ments, information that would help them save lives.
And by failing to differentiate payments based on
results, even where clinical standards are well estab-
lished, we push them to practice quantity medicine
rather than quality medicine.

More than 30 standards development organiza-
tions (SDOs) have produced health standards. The
federal government already has identified 24 for use
by federal agencies. But major providers, starting
with the government, are not yet demanding or suc-
cessfully driving their adoption. While the govern-
ment financially supports more than 75 percent of
the work done by these various SDOs, its own
health systems do not yet use standards that can
interoperate within a broader health care system.

Prescriptions are tracked electronically by insur-
ers — but not shared, even in anonymous aggre-
gate formats. Lab results processed electronically
by independent laboratories and hospitals are not
integrated and often are not accessible to the physi-
cian. Indeed, the vast majority of outcome data gen-
erated by the health system — information that
could lead to far better understanding of treatment
options, adverse drug events and outcomes — is
lost within the system: disaggregated, unanalyzed
and useless. The positive impact from broader,
more effective collection and use of this data would
be enormous.

Challenge 3

Patients are asked for too much
information and given too little to
make the best decisions.

While health care today is, at various times,
provider-, insurer-, employer- and prescription drug
maker-centric, it is rarely patient-centric. From wait-
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ing room delays to repeated filling out of identical
forms to multiple blood samples for the same test,
patients find much to be desired from most health
care interactions. For example, your doctor may
send you to a specialist with a $1.5 million CT scan-
ner, but every time you enter a new office you are
handed a clipboard with forms seeking your name,
address, insurance information and medical history.
Such redundant paperwork accounts for only part of
the millions of hours patients waste annually in wait-
ing rooms and traveling to and from appointments.

Patients are in the paradoxical and maddening
position of simultaneously lacking important data
about their own medical histories and about their
providers’ track records — and drowning in a sea of
health care information and options.*? This is in
marked contrast to many less important areas of
our lives. Buyers and sellers on eBay can access
information on the reputation of all other buyers and
sellers, based on their transaction histories.
Someone buying a book on heart surgery can com-
pare reviews of dozens of titles on Amazon.com,
share experiences with patients around the world in
chat rooms, or access cutting-edge data on the pro-
cedure. But patients facing heart surgery who are
trying to select doctors often must rely on word of
mouth to assess the relative quality or efficiency of
a surgeon.

Challenge 4

Providers lack incentives to change
and face costs and confusion.

We know that some doctors and hospitals may be
wary of any broad plan to measure how well they
take care of their patients, or resistant to what they
perceive as “one-size-fits-all” clinical decision sup-
port systems that purport to know more than they
do or suggest specific treatments or protocols.
Many health care professionals have developed suc-
cessful practices using the current paper-based sys-
tem. It is understandable that they would be



reluctant to invest time and money to transform a
system that appears to satisfy their community and
patients.

Using this system, they have served their
patients and communities well for many decades.
And for the tens of thousands in small or solo prac-
tices, the money for electronic systems would come
straight out of their pockets. Current reimbursement
practices from government and private insurance do
not reward systemic upgrades, even where such
investments would lead to better patient outcomes.

Understanding these doctors’ reluctance to
invest in new technologies is critical to determining
the types of products and features that may work
best within their practices. The challenge before
us is to convince the health care community that
moving to an integrated IT-based system will allow
them to enhance their capability to provide quality
care at less cost to their patients and less risk to
themselves.

Challenge 5

Our system is based on inputs, not
outcomes.

In American health care today, we pay far too much
for process and far too little for performance, plac-
ing quantity over quality for purposes of reimburse-
ments. Medicare, Medicaid and private insurance
companies pay providers based on the number of
transactions, irrespective of the quality of care deliv-
ered. Thus, whether physicians follow or fail to fol-
low evidence-based practices known to be effective,
they are typically paid the same by Medicare,
Medicaid, employer-sponsored health plans or other
insurance programs.

The result of these challenges is a system of
inadequate quality that costs too much — with a
high level of patient dissatisfaction with cost, incon-
venience and duplication. At a societal level, the
inefficiency of such a key sector of the economy is
a strategic impediment to America’s competitive
position. And it’s just as key for the U.S. govern-

Quality of Care
Is Inadequate

Up to 98,000 hospitalized
Americans die each year from
preventable medical errors.*®

Patients received the
recommended care only 54
percent of the time.**

There are more than 7,000
deaths and more than 500,000
preventable injuries yearly from
medication errors alone (both in
and out of the hospital).*®

Quality is getting worse in one-
third of the areas where
measures exist, and improving
only slowly in the rest.16

Cost of Care
Is Excessive

One-third of the $1.8 trillion
in annual U.S. health care
spending is duplicative or
inappropriate procedures.*’

Roughly 38 percent of health
care costs go to administrative
overhead.18

As much as $200 billion is
lost to injuries resulting from
medical error.*®

$76.6 billion is lost to drug-
related illness and death
resulting primarily from patient
noncompliance and inappropriate
prescribing and/or monitoring

by health care professionals.20

At more than $10,000 annually
per doctor, transcription costs
are excessive.

One-third of U.S. hospitals lost
money in 2004.%

Delivery of Care
{stInconvenient

Three of every 10 tests are
reordered because results
cannot be found.%

Patient charts cannot be found
on 30 percent of visits.?*

Providers need to fill out an
average of 20,000 forms every
year.25

The average California
emergency room patient waits
56 minutes before being seen.?

Providers must manually fill out
redundant reports for multiple
payers and government agencies.
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ment itself, which must stabilize its costs as the
huge Baby Boom generation enters Medicare. The
latest data from the Organization for Economic
Cooperation and Development (OECD), which com-
pare trends among 30 industrialized countries, show
that the United States spent $5,267 per capita on
health care in 2002 — 53 percent more than any
other country.?” In spite of that, Americans do not
have access to a greater supply of health care
resources than people in most other OECD coun-
tries. In fact, the United States has fewer hospital
beds, physicians, nurses and CT scanners per
capita than the OECD median.

In addition, Americans were the most likely to
report not seeing a doctor when they were sick, not
getting recommended tests or follow-up care, or
going without prescription medications. Timeliness
of access was a greater problem in the United
States than elsewhere. While the majority of adults
in New Zealand and Australia said they received
appointments on the same day when they were last

A Practical Tool for
Overcoming the Challenges

In the center of this report, the Tech-
nology CEO Council offers the e-Health
Readiness Guide, which provides
benchmarks for progress in 22
categories that cover critical aspects
of a comprehensive health care
system. Individuals and organizations
can use this guide, and the action
steps we recommend, to move toward
a healthy system in their communities
and nationwide.

sick and needed medical attention, only one-third or
less of U.S. adults reported such rapid response.

In sum, the extra dollars spent in America on
health care are not yielding demonstrably better
value on a population basis or higher patient satis-
faction. The results of these shortcomings in health
care are well documented, and clearly warrant
action.

Clearly we must move forward. Reform that
saves lives and money cannot and must not wait for
universal buy-in, nor should it respect anything but
the highest level of care. And, as in every other sec-
tor of our society, the ultimate arbiter of that quality
is not the provider, but the public — whether buyer,
consumer, student, citizen or patient. Indeed, one of
the brightest promises of e-health lies in its democ-
ratizing potential — the potential that networked IT
has unleashed in so many other fields for empow-
ered individuals to become full and active partners
in shaping the things that affect their lives.



» Vision of a modern

-"é health care system

Modern, scientific medicine first appeared in the
mid-18th century. For the past 250 years, we have
seen remarkable progress brought on by advances
and technologies that transformed medicine from
theory into a science. Thomas Beddoes focused on
the value of gases, and in doing so created nitrous
oxide, the first anesthetic. William Withering created
the first modern drug, using a plant called digitalis
that healed ailing hearts. James Lind conducted the
first clinical trial and, as a result, found a cure for
scurvy with citric acid or vitamin C. These pioneers,
and many others, created the breakthroughs that
created modern medicine.

We are now at the dawn of a new breakthrough.
The proliferation, digitization, networking and sharing
of medical information will enable health care
providers to combine the collective power of cen-

turies of medical advances for the benefit of their
patients. A fully integrated, networked system will
create a fundamental shift in how we think about
health care — and, perhaps, how we think about
human possibilities more generally.

Today, health care is often based on trial and
error. That's why they call them “clinical trials.” But
tomorrow, through bioinformatics, we’ll be able to
supplement trials by combining clinical and biologj-
cal data to analyze and simulate complex biological
systems in silico and in real time.

Our hope today is to move past curative health
care to preventive health care. With genomic medi-
cine, we will achieve individualized and even predic-
tive care, based on an individual’s genetic makeup.
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Imagine the day when your provider can partner
with you to manage your health preemptively,
based on deep knowledge of you as an entire per-
son, rather than simply responding to problems
when they arise.

In a 21st-century health care system, we will
leverage the power of information to make doctors
more informed and therefore better at what they
do. Improved methods for measuring outcomes will
bring greater accountability and enable improve-
ments in quality. Employers will purchase health
care based on total costs — considering both
insurance premiums and the value of healthier
employees (fewer sick days, higher productivity) —
rewarding quality in the marketplace.
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EARLY LEADERS SEEING REAL RESULTS:

THE CLEVELAND CLINIC

In this new system, providers instantly will
access patients’ complete medical records,
whether in a doctor’s office or an ambulance. This
information will be available from any device, fixed
or mobile, anywhere and anytime. E-health systems
will ensure that doctors are aware of clinical best
practices and the most current treatments — and
even will search out subtle problems to bring to the
physician’s attention — greatly reducing preventa-
ble medical errors. Like stethoscopes and X-rays,
health IT will cause a quantum leap in the care
doctors provide to their patients. It will encourage
medical innovation.

More broadly, a networked health care system
will enable Americans to take an active role in their
own health — and make it easy and attractive to

julod uiI ases)




Case in Point

Since 1995, IT has played a critical role in dou-
bling the rate of U.S. productivity. As much as 26
percent of productivity improvement since 1995
may be directly related to good information sys-
tems, and even more may be indirectly related to
the actions people take to improve performance.?®
Indeed, as U.S. Federal Reserve Chairman Alan
Greenspan has observed: “Before this quantum
jump in information availability, most business
decisions were hampered by a fog of uncertainty.
Businesses had limited and lagging knowledge of
customers’ needs and of the location of invento-
ries and materials flowing through complex produc-
tion systems. ... Decisions were made from
information that was hours, days or even weeks
old.”*® Removing the fog of uncertainty unleashed
huge economic gains in our increasingly dynamic,
information-based economy.

As we look for lessons on how to leverage the
power of networked IT to modernize our health
care system, it's worthwhile to review how it has
affected other industries.

Improved Quality
Advanced IT systems enable manufacturers
such as Black & Decker to monitor production
systems, rapidly identifying potential problems
and reducing defects by 20 percent.®*
FedEx uses information systems to move more
than 6 million packages around the world
every day with 98 percent reliability on next-day
delivery.®?
Over the past several years, the Federal Bureau
of Investigation digitized millions of inked finger-
print cards that had been accumulating in metal
filing cabinets. Plugging this data into a high-

powered computer system, the bureau can now
scan its 46 million sets of prints in minutes, a
process that used to take six months by hand.
They are using the system to solve old crimes;
support local law enforcement around the
nation; and even conduct employee background
checks for school districts and private busi-
nesses, bringing in $152 million last year.>®

Reduced Cost
Retailers such as Wal-Mart can maintain global
supply chains that use standards-based, horizon-
tally integrated IT to recognize and react to mar-
ket demand instantly, keeping shelves full and
costs low.
At Dell Inc.’s manufacturing facilities in Texas
and Tennessee, online orders go directly to the
production area, where employees pull all the
parts and assemble custom-ordered PCs.
Software is loaded and systems are tested
before they are boxed for shipment, saving time
and money.

Enhanced Convenience
Through IT, consumers go online to pay their
bills, buy and sell stocks, and securely manage
their financial statements. Financial organiza-
tions are all linked electronically, permitting
$3 trillion in global transfers daily and signifi-
cantly enhancing possibilities for worldwide
commerce.**
In the air travel industry, with annual revenues
exceeding $130 billion, nearly 50 percent of
ticket sales occur exclusively online and more
than 64 million consumers use the Internet to
research their trips prior to purchase.®®



do so. Much like people manage their 401(k) or
403(b) retirement plans through their financial insti-
tutions, they will be able to manage their health
care benefits and needs through their health plans.

People will be able to move beyond the passive role
of the “patient.” Rather than seeking care only when
they are sick or during random and infrequent check-
ups, Americans will pursue wellness regimens that
prevent problems before they arise, using remote
medical equipment to assess diagnostic information
in real time. They will become more aware of their
health care choices, empowered through better
information and the control it provides.

People suffering from chronic diseases, such as
diabetes, will be better able to monitor their condi-
tions wherever they are, saving them numerous vis-
its to the doctor.

Health care consumers will be able to review data
about the quality and performance of providers and
facilities — which will, like any value-based mecha-
nism, significantly improve the quality of health care
overall. Using this information, citizens will deter-
mine which facilities and medical practices are best
suited to care for them.

A very large proportion of health care will move
out of hospitals and into the home — just as much
of our work, education and entertainment already
has. When someone does need to make a health
care visit, personal information and medical history
will reside in the EHR. These digital records will be
complete and protected against inadvertent destruc-
tion — but accessible only to those authorized to
see them. The $300 billion we now waste annually
on unneeded and redundant medical tests will look
primitive, indeed. And by extending telemedicine into
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homes, people in rural or remote areas for whom
health care has been unavailable will be able to
receive realtime care from specialists.

Access to EHRs will be strictly protected, man-
aged and controlled. The security-management sys-
tem will be built to make distinctions between a
psychiatrist and a gynecologist, between data that
identify the patient and data that do not, between
information relevant to a specific health problem
and information that is not relevant. Health
providers will receive only the patient information
that is relevant to the care they provide.

The ability to store, access, dynamically analyze
and develop predictive models with health informa-
tion will advance our understanding of treatments
and predict outcomes. Knowledge databases that
provide detailed and/or aggregate health informa-
tion will enable doctors to tap into the latest tech-
niques and best practices. Event-triggered alert
mechanisms will notify doctors to new issues relat-
ing to drug allergies or complications, so that they
can rapidly adjust care as appropriate. And it will
make possible significant improvements in national
and global epidemiology and response to outbreaks.



EARLY LEADERS SEEING REAL RESULTS:
INTERMOUNTAIN HEALTH CARE
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Every stakeholder in the health care community has
an important role to play in digital migration. Any
effort to create an action plan must examine and
highlight these critical catalysts.

The Technology CEO Council believes that
providers, payers, regulators and American citizens
all must act to accelerate the modernization and
transformation of our system.

An Action Plan for 2006

The Technology CEO Council proposes a seven-point
action plan that can, with the right leadership, be
substantially in place by the end of 2006:

Employers should raise the bar for
quality, efficiency and safety by
adopting principles that drive better
health care results.
The business community has long lamented
the rising costs of health care for employees and
retirees. With General Motors spending more per
car on health care than on steel, this issue is
directly challenging the global competitiveness of
our economy.*’

Why, then, don’t more employers offer incentives
to health care providers to make available more and
better data on quality and outcomes? Businesses
need to reassess health care value — the total cost
of health care — since higher-quality systems may
cost more up front but yield fewer sick days and
less disability, making quality-focused providers bet-
ter investments. The business community owes it to
itself and its employees to become a more sophisti-
cated health care purchaser.

Companies should buy and reward health care
based on quality as well as efficiency, which will rec-
oghize providers and networks investing in measure-
ment, accountability and interoperability. Such
employer leadership is essential to catalyze differ-
ent ways of providing and receiving care. Many have
already stepped forward to lead through initiatives

such as Bridges to Excellence and the Leapfrog
Group, profiled on page 24.

The companies of the Technology CEO Council
have taken a leadership role as well. IBM
Corporation, for instance, is working in the Hudson
Valley region of New York with providers as part of
the Taconic Health Information Network and
Community (THINC). This project ultimately will inter-
connect the 2,300 provider members of the Taconic
Independent Practice Association in a community
health information exchange with local hospitals,
laboratories, payers, employers and government
entities to share vital health information, all with
appropriate privacy and security safeguards. As one
of the region’s largest employers, IBM is chairing
THINC’s payer support committee to facilitate the
development of incentives for providers to adopt
and use the new technology in their health care
practices.

Dell Inc., meanwhile, offers its employees online
health maintenance tools, customized to individual
interests and health care needs, as a feature of its
employee wellness programs. These programs pro-
vide methods and incentives for employees to better
manage and, ultimately, improve their health and
wellness.® Motorola, Inc., 3M and other companies,
working through the Consumer Purchaser Disclosure
Group, have brought together more than 60 pur-
chaser and consumer organizations to commit to
the goal of enabling Americans by January 2007 to
select hospitals, physicians, physician groups/deliv-
ery systems and treatments based on public report-
ing of nationally standardized measures for clinical
quality (safe, timely and effective); consumer experi-
ence; equity; and efficiency.®
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In November 2000, following an explosive 1999
report by the Institute of Medicine (IOM) of the
National Academies suggesting up to 98,000
patient deaths each year are the result of preventa-
ble medical error, a number of large companies and
organizations that buy health care banded together
to establish the Leapfrog Group for Patient Safety.
The Leapfrog Group’s mission has been to promote
great “leaps” forward in the safety, quality and
affordability of health care by supporting informed
decisions by purchasers and promoting high-value
health care through incentives and rewards.

The I0M report recommended that large employ-
ers provide more market reinforcement for the qual-
ity and safety of health care. Toward that end, the
Leapfrog Group members (now totaling 170 and
including four member companies of the Technology
CEO Council: EMC Corporation, IBM Corporation,
Intel Corporation and Motorola, Inc.) work to initiate
breakthrough improvements by mobilizing employ-
ers. Comprising large private and public health care
purchasers that provide health benefits to more
than 34 million Americans in all 50 states, Leapfrog

members and their employees spend tens of billions
of dollars on health care annually. They have agreed
to base their purchase of health care on principles
that encourage quality improvement and consumer
involvement, and that recognize hospitals that imple-
ment significant improvements in quality and safety.

The Leapfrog Group identified (and later refined)
key hospital quality and safety practices as the
focus of its health care provider performance
comparisons and hospital recognition and reward.
Based on independent scientific evidence, these
quality practices are:

Computer physician order entry (CPOE)

Evidence-based hospital referral

Intensive care unit (ICU) staffing by physicians

experienced in critical care medicine

A hospital “safe practices score”

According to Leapfrog’s Web site, the first three
of these practices alone “have the potential to save
up to 65,341 lives and prevent between 567,000
and 907,600 medication errors each year
(Birkmeyer, 2004). Implementation also could save
approximately $41.5 billion annually.”
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The health care community

must adopt data and technology
standards.
The companies of the Technology CEO Council will
adopt EHRs based on open standards and we will
make a private, personal and portable EHR available
to each of our U.S.-based employees as soon as
possible.

Health care records and systems should use
open standards developed through transparent,
public processes. This is the only way to enable
national interoperability. Data standards are a gating
factor for our ability to upgrade the U.S. health care
system. Without these standards, our doctors,
nurses, pharmacists, hospital administrators, clini-
cians and laboratory technicians will not be able to
interact effectively.

Applied Materials Inc. already makes available to
all employees a tool that enables creation of per-
sonal — and portable — health records. With this
tool, employees can create a customized, single
repository of their health information. Data from a
variety of health care providers, including insurance
companies, labs and others (if they support the fea-
ture), can be imported and stored. This tool can be
used to identify potentially harmful drug interac-
tions, track lab test results, decipher complex med-
ical terminology via a “Consumer Health Thesaurus,”
and provide other useful and relevant information to

drive better health care decision making by the
employee. The tool is secure, yet allows for remote
access via mobile phone while traveling or in the
event of an emergency.

Government agencies also should adopt market-
based open standards for their own receipt of data,
developed through transparent, public processes to
enable national interoperability.

Right now, the U.S. Food and Drug Administration
(FDA) requires that adverse event reports use a
paper-based reporting format, known as MedRA,
instead of the open standard electronic format for
drugs identified by the HHS secretary. Similarly,
CMS currently requires that quality reports be sub-
mitted manually in unique formats rather than the
open standards identified by the HHS secretary for
sending in clinical information electronically (Q-Net
Exchange). And HHS’s Centers for Disease Control
and Prevention (CDC) gets the bulk of its public
health reporting through reports submitted by
physicians over the phone or on paper, rather than
electronically via the open standards identified by
the HHS secretary for reporting the results of labo-
ratory tests documenting various diseases (Logical
Observation Identifier Names and Codes, or LOINC).
While EHRs and e-health systems are quite properly
being offered in the marketplace by multiple ven-
dors, the government should buy and subsidize only
those systems that can link up with one another in
a digital health marketplace.
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In the mid-1990s, prompted by patient complaints and
poor performance statistics, the U.S. Department of
Veterans Affairs (VA) health network underwent system-
wide reform. Structurally, it encouraged its hospitals to
cooperate on a regional basis and created hundreds of
new ambulatory care centers. Technologically, the VA
aggressively implemented IT to control costs and
improve quality for patients.*

The results were impressive. Between 1995 and
1997, screening for breast, colorectal and cervical can-
cer rose by 20 percent to 30 percent. Heart care also
improved. In 1995, only 70 percent of heart patients
received betablockers before being discharged, and 89
percent received aspirin. By 2000, both treatments
were administered to more than 95 percent of indicated
patients, and the numbers continue to rise.** The VA
continued to work to improve the system, adding a new
computerized patient record system with a graphical
interface in 1997 and bar code identification for med-
ication in 1999. One study showed that this bar coding
reduced certain errors by 85 percent.*?

A 2003 study in the New England Journal of Medicine
found that the quality of care in veterans’ health facili-
ties was “significantly better” than that of the Medicare
fee-for-service program in all 11 measures analyzed.*
And a 2004 study in the Annals of Internal Medicine
found that in all seven measures of quality it measured,
the VA provided superior care to diabetes patients than
commercial managed-care systems.”**

The VA has continued to pursue improved health care
IT. In 1998 it began to develop, with the U.S.
Department of Defense, an interface that would allow
the two departments to share information from their
separate EHR systems. By 2004 the two departments
had implemented the first stages of interoperability with
a system that offers many lessons for future attempts
to interconnect private hospitals. The VA also is working
to enhance its Veterans Health Information Systems
and Technology Architecture (VistA) open standard EHR
with a more patient-focused architecture, HealtheVet,
which among other features allows patients to access
their own EHRs over the Internet. As with all of the VA's
software, the new system will be available to any pri-
vate practice wishing to adopt improved IT.*®
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Such standards also should be adopted by pri-
vate organizations such as the National Quality
Forum, the National Committee for Quality
Assurance, the e-Health Initiative or other multi-
stakeholder bodies rather than codified into govern-
ment regulation. They then can be referenced in
CMS as authority for payment.

The linchpin for such standards is the EHR. There
are numerous versions of EHRs available today,
including several that are free of charge, having
been developed through open-source approaches.
The Technology CEO Council is not recommending a
particular format. Rather, we believe it is important
that common platforms be developed based on
open standards, so that any EHR can integrate and
interoperate, regardless of its source.

The federal government must
serve as an exemplar and change
agent.

Government should begin accepting and, by 2007,
require federal agencies to receive and transmit
health information electronically, using interoperable
standards.

The federal government is the largest single
player in the health care marketplace today: as a
payer through such programs as Medicare and
Medicaid; as a provider through such agencies as
the U.S. Department of Veterans’ Affairs and the
U.S. Department of Defense;*® and as a researcher
and regulator through such agencies as CDC, CMS,
FDA and the National Institutes of Health (NIH).

The challenge of providing health care worthy of
our soldiers, veterans and their families is
immense. In an average week, The Military Health
System (MHS) gets 1,600,000 prescriptions filled
and has 1,008,000 outpatient visits, 674,000 den-
tal procedures, 11,000 medical admissions and
1,900 births. Unisys Corporation is working with the
Defense Department to train health care providers
and staffs to operate the department’s worldwide
Electronic Health Record “Composite Health Care

System II” (CHCS Il), which already is providing elec-
tronic medical records that track all of these interac-
tions for more than half of the 9.1 million military
health care beneficiaries. The MHS EHR, in this
phase of training and deployment, is targeted to
reach 410 sites across 11 countries, constituting
the largest single deployment of an EHR in the
world.

It is appropriate and necessary for the federal
government to continue seeking similar ways by
which it can more prudently manage its immense
public investments, particularly where government
itself is the biggest market player. Government
needs to lead in each of its three roles: provider,
payer and regulator.

We already have seen effective government
action through the VA, highlighted on page 26, which
has transformed itself into a leader in IT-enabled
quality transformation. The U.S. Navy is a leader
today in using telemedicine, both through provider
collaboration at sea and also for remote care deliv-
ery. Federal agencies must continue to lead in using
and integrating health IT tools in clinical practice; in
accepting (and by 2007, requiring) electronic infor-
mation reporting; and in developing reimbursement
systems that use measurement and accountability
to maximize value.

States must catalyze local
change and establish the building
blocks of a national system.
State policymakers should convene community dia-
logues to consider ways of improving health care
through better information management, including
comprehensive legislation.

Political and policy leaders at the state and local
levels have an important role to play in accelerating
the electronic transformation of health care.
Employers, providers and patients all form a com-
munity with common interests, and much data is
held within state boundaries.
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At a minimum, state leaders should convene all
relevant players in the health care ecosystem —
patients, providers, payers and government — and
assess where their state is and where it can go to
improve health care quality, particularly through bet-
ter information management. The enclosed e-Health
Readiness Guide is intended to assist with just
such discussions.
State legislatures should pass comprehensive
legislation to:
= pase Medicaid reimbursements on value, with
additional incentives for health IT adoption;
= encourage formation of regional health informa-
tion initiatives (RHIOs) through loans, grants
and/or regional tax-exempt bonding authority;

= remove legal and regulatory impediments;

= make better use of health care data collected by
state public health agencies; and

= enable telemedicine through licensing reforms
and Medicaid reimbursement.

A discussion summary draft of Model Legislation

begins on page 35 of this report. A complete discus-

sion draft can be found at:
www.techceocouncil.org/modelhealth.

RHIOs provide a way for hospitals, physicians’
offices, laboratories, pharmacies and other health
organizations in a defined geographic area to
exchange health data efficiently, securely and elec-
tronically. They have emerged as critical breeding
grounds for health care reform in communities
across the country. State policymakers need to con-
tinue their efforts to promote the development and
expansion of regional initiatives through funding and
policy support.

For example, Hewlett-Packard Company (HP)
has worked with SafeHealth, a RHIO designed to
address the needs of 800,000 residents served
by clinics, payers and providers in central
Massachusetts. HP is working with the key archi-
tects to help design the infrastructure for informa-
tion exchange.
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Medicare and Medicaid

reimbursement programs must
pay for performance — providing
incentives to drive higher quality,
greater efficiency and the spread
of best practices.
Congress should pass legislation currently under
consideration in both houses, which enables and
requires pay-for-performance, or P4P, systems (for
example, by setting aside 2 percent of Medicare
spending to fund such programs).

As the largest purchaser of health care through
Medicare and Medicaid, the federal government
should use its market power to promote higher
quality and lower costs. Providers who follow appro-
priate clinical standards can expect complete reim-
bursement, while those who ignore known and
published best practices may receive smaller reim-
bursement. The aim is to pay doctors for keeping
patients healthy, a marked contrast to the current
fee-for-service system that simply rewards quantifi-
able patient processing. As the government acts
like a smarter buyer, smaller purchasers of health
care also can begin differentiating based on quality.

Government is pushing for universal adoption of
EHRs, e-prescriptions and electronic health reporting.
We support these efforts. To drive these objectives
in the immediate term, government should offer
temporary and transitional pay-for-implementation
or pay-for-use models. Pursuing pay-for-use of
health IT tools and systems advances current prac-
tice and provides a stepped approach for doctors
who may find the prospect of a multistep transfor-
mation daunting.

Government has the power to improve e-health
economics, offering loans or direct assistance to
providers and consortia. Importantly, in scoring
such investments, budget planners must recognize
that the return on such investments will usually
take longer than 365 days. The Budget Reserve
Fund adopted by Congress as part of the 2006
Budget Resolution correctly anticipates this possi-



Case in Point

Tennessee offers a clear demonstration of how
political leaders at all levels of government can
assist the private sector in improving health care.
Led by Gov. Phil Bredesen, a former health care
executive, Tennessee in 2004 added $7 million
of its own funding to a $5 million federal grant
and $750,000 from Vanderbilt University to create
the Tennessee Volunteer eHealth Initiative. In
addition to financial support, the state has
encouraged information exchange, facilitated
negotiations among stakeholders, and begun to
consider standards and policies needed for
statewide interoperability.

As a first step to networking health care
providers throughout the state, the eHealth
Initiative built a best-practice regional health effort
in the southwest corner of the state. This pilot
regional health effort serves a population of
almost 1 million that spans both urban Memphis
and the rural areas surrounding it in Tipton,
Shelby and Fayette counties. Because 35 percent
of residents receive insurance from Medicare and
Medicaid, improving the quality of health care in
the region promises great savings to the
government.

The Tennessee initiative chose several clinical
areas — the emergency department, Group B
Strep, diabetes management and immunizations —
for initial improvement efforts. Each area had the
potential for rapid and significant cost reductions,
once enhanced by EHRs and other IT tools. And 99
percent of the people treated by area emergency
departments, for example, were repeat patients
who would visit at least one other emergency
department over the course of the year. Networking
these emergency departments so they can share
EHRs will streamline the treatment process, drop-
ping expenditures by a projected $5.5 million within
five years.

Thus far, the Tennessee initiative has focused
on low-tech solutions, following its stakeholders’
request for the simplest systems that would pro-
duce a positive effect. Simply increasing the
exchange of data will save millions in duplicate
tests and inaccurate care. Yet through these
efforts, Vanderbilt University Medical Center, a
leading participant in the Tennessee Volunteer
eHealth Initiative, has earned the distinction of
being named one of the 100 most wired hospitals
in the country in 2005 by Hospital and Health
Networks magazine.*’



CDSS’s promise was borne out in New Zealand, where a
nationwide effort to adapt the paper charts used as a
clinical risk assessment tool for cardiovascular disease
into a Web-based system increased doctors’ use of the
standards four-fold. The software, called PREDICT,
reduces confusing and time-consuming calculations to a
five-second process. After assessing the patient’s risk,
it provides doctors with patient-specific recommenda-
tions for care. PREDICT was so successful among doc-
tors that its creators soon expanded it to cover diabetes
risk assessment as well.

As an added benefit, PREDICT allows health officials
to easily develop risk profiles for populations based on
aggregated statistics delivered in a standardized form.
Such a tool would be an invaluable addition to projects
like the New York City effort to track anonymously the
ways in which diabetics manage their disease. With ade-
quate network support, a CDSS can both increase doc-
tors’ use of standards and subject the standards to a
continuous process of self-improvement.
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bility and allows for payback over a five-year hori-
zon. The U.S. Office of Management and Budget
and the Congressional Budget Office, as well as
their state counterparts, should review the RAND
analysis projecting returns on these investments of
up to $165 billion a year from investments in
health IT and subsequent systemic transformation,
and approach direct incentives as investments to
achieve this longer-term return. The revolving funds
for IT investment should have no interest or princi-
pal repayments for a minimum of three years,
extended to five years or more for the poorest
regions.

We have ample evidence that we can substan-
tially improve our health care process by reducing
unnecessary variation and wasted time. For exam-
ple, a UCLA study*® found that American hospitals
currently administer heart care inconsistently.
Among other failures, 31 percent of ideal candi-
dates for ACE inhibitors, a class of drugs used to
treat high blood pressure, do not receive the rec-
ommended medications. Doctors also do not con-
sistently educate patients on the risk factors and
dangers of heart disease. In part because of the
repeat events caused by this uneven care, 40 per-
cent of Medicare funding goes toward cardiovascu-
lar heart failure every year.

One powerful information tool that could help
alleviate this problem is a CDSS, which ensures
that all patients receive the optimal tests and treat-
ments by reminding the doctor of the necessary
recommended steps. Such support systems
already exist in paper form. For example, the
American Heart Association has developed a series
of 12 recommended treatment steps for patients
suffering from heart failure. If these recommenda-
tions were incorporated into interactive software
that could alert doctors about appropriate treat-
ments, they would be more consistently applied.

Public and private actors must

ensure patient privacy and data
security.
A connected and accessible electronic health care
system — with its great promise for improved qual-
ity, cost and convenience — poses meaningful secu-
rity and privacy challenges. The technologies that
allow us to communicate with anyone, anywhere
also make it possible for interactions to be moni-
tored, saved, analyzed and transmitted — which is
good when we want that and problematic when we
do not.

Americans’ views of the promise and the perils
of EHRs are difficult to pin down. According to a
February 2005 survey by Harris Interactive, people
are split almost evenly about whether the benefits
of health care IT outweigh privacy concerns.*
Conversely, in a new consumer study from
Accenture’s Health and Life Sciences division, more
than nine out of 10 consumers were found to
believe that electronic health records can improve
medical care and reduce the number of hospital
errors — and more than half of those surveyed
said they would be willing to pay more if their
records were kept in electronic format.°

What seems clear is that significant numbers of
people — even many who believe in the potential
of EHRs — have concerns that the migration to
electronic records means greater vulnerability to
information leakage. Among the fears are that
employers (or potential employers) might get access
to EHRs to make hiring or firing decisions. Others
fear that personal information will be sold to mar-
keters, other medical services or media.

Public and private actors should review existing
federal, state and health network systems and prac-
tices to ensure they neither impede data sharing
and network interoperability nor imperil patient pri-
vacy or information security. The evolution toward a
truly interoperable and networked health care sys-
tem will depend largely on successfully addressing
these privacy and security concerns. Any system
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must guarantee that health information is protected
from unauthorized access and will be used only to
improve health care and health plan operations.
Americans must feel confident that private health
care records will remain so.

Indeed, policymakers and payers must reward
providers that utilize sophisticated role- and identity-
management systems to minimize the exposure of
health data.

Providers and insurers must continue to take the
lead on these critical issues and work with technol-
ogy providers and the government to define a techni-
cal and policy approach that simultaneously protects
individual patients, doctors and the public health.
That means technology companies not cutting cor-
ners to launch products prematurely that are easily
hacked, businesses not choosing “cheap” over
“secure,” insurers not using patient data to sell
affiliated products and health care providers recog-
nizing that the security procedures for paper files
are inadequate for digjtal records. Federal regula-
tions already exist to cover medical data. Insurers
and others can either design systems that are com-
pliant and forward looking, or else expect additional
layers of regulation and oversight.

Policymakers must provide
consistent leadership through
adequate funding and engaged
oversight.
Congress must fully fund the Office of the National
Coordinator for Health Information Technology
(ONCHIT) in the FY 2007 budget.

Just as the changes needed to make health care
more patient-centric and quality based will take
time, they will demand sustained leadership from
public and private sectors. While President Bush
and Congressional leaders from both parties have
shown interest and enthusiasm in 2005, this effort
will require sustained leadership and staying power.
We will learn a lot about the federal commitment to
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health care transformation when the President pro-
poses and Congress determines the FY 2007
budget.

On April 27, 2004, President Bush issued
Executive Order No. 13335, which announced the
formation of ONCHIT within HHS to spearhead fed-
eral efforts to transform health care. Led by Dr.
David Brailer, ONCHIT has emerged as the most
visionary and effective point of leadership in the
federal government, coordinating activities across
agencies, ensuring industry engagement and partici-
pation in the process, financing demonstration proj-
ects that will help gauge the effectiveness of health
care IT, and working to establish best practices for
even broader adoption throughout the health care
industry.

This leadership will remain critical in the months
and years ahead if we are to realize the President’s
ambitious goals. But ONCHIT cannot succeed
unless Congress fully funds its efforts at the
requested levels, which failed to happen in 2004
and only partially occurred in 2005. The many lead-
ers in Congress who are currently stepping up to the
challenge need to recognize the importance of con-
sistent leadership and fund this important agency.

In addition to ONCHIT, other HHS agencies are
also making valuable contributions. In 2006 and
beyond, Congress should provide as much funding
as possible to the electronic health efforts at the
Agency for Health Research and Quality (AHRQ),
Health Resources and Services Administration
(HRSA), and the CDC. The federal government has
backed the launch of regional health initiatives,
awarding nearly $140 million in grants and contracts
to projects promoting the adoption of health IT and
the exchange of health information.>* Local and
regional grants can assist pioneering physicians,
hospitals and communities in demonstrating just
how IT can transform health care.



& none of us is
O as healthy as all of us

America finds itself today at a unique inflection
point. We are being hit simultaneously by a massive
demographic shift (an aging population) and by the
onrush of globalization, both of which will place
unprecedented pressures on our health care sys-
tem. What will we do? Will we demonstrate the lead-
ership and the vision that have characterized
America so often throughout our history?

Our economic strength and competitive position
— and our people’s physical health — hang in the
balance. If we do not step up to this challenge, we
could easily precipitate a national crisis with major
economic and societal ramifications, potentially
causing a flow of business, capital and talent to
other parts of the world.

If we do the right things, by contrast, we could
rapidly and dramatically increase the quality of
Americans’ health; their protection against devastat-
ing disease; and their energy and productivity, at
home and work. One of the massive and tragic con-
sequences of Hurricane Katrina is that the paper-
based medical records of thousands of Americans
may have been destroyed, leaving health care
providers without the necessary information to treat
them, often in emergency situations.

In addition, a fully connected, electronic health
care information infrastructure will do more than
improve the quality and efficiency of existing care,
as crucial as that is. It also will enable new busi-

ness models and innovations in managing our
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nation’s health that will bring lifesaving care to mil-
lions of people who haven’t been able to afford or
access it.

In essence, we have the chance to create an
informational immune system for all Americans: a
system that will at once contain the data needed to
respond rapidly to a potential epidemic — indeed,
that will be smart enough to “see” most outbreaks
before they become dangerous — and at the same
time know enough about an individual to bring the
latest and best knowledge to bear on his or her
unique physiology.

At the broadest level, the need for a true health
care system is the same as for any of the systems
by which we organize society. It’s not simply about
efficiency, but also about simultaneously empower-
ing individuals and pooling our resources to survive
and advance. In The Wisdom of Crowds,** econo-
mist James Surowiecki draws on network science
and studies of complex adaptive systems to validate
the old adage that “none of us is as smart as all of
us.” With the creation of a networked, 21st-century
U.S. health care system, we can begin to envision a
future where “the health of American society” takes
on a whole new meaning. To achieve such a system
requires choices and action. It's time to lead.
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This is a summary of potential Model Legislation
for states interested in improving health care
through better information management.

Health Care Improvement
Through Deployment and Adoption
of Information Technology Model Act

Section 1.
TITLE
Section 2.

LEGISLATIVE FINDINGS AND PURPOSE

This section finds that health care lags significantly
behind other industries in the use of information
technology (IT) and that more effective use of such
technology could lead to significant improvements
in the quality, safety and efficiency of health care.

Section 3.

DEFINITIONS

This section provides definitions for the terms
health IT, interoperability, standard electronic for-
mat and telemedicine.

Section 4.

OFFICE OF HEALTH INFORMATION TECHNOLOGY
This section calls for the creation of a new office
within the health department or comparable state
agency to develop a health IT plan for the state (fol-
lowing extensive consultation with all relevant
stakeholders), encourage the adoption and effec-
tive use of health IT through various initiatives,
identify and promote the use of data standards for
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the electronic exchange of health information, and
submit an annual report to the governor and rele-
vant committees of the legislature. It also requires
state agencies to comply with data standards
adopted by the new office when purchasing health
IT. Finally, it requires state agencies collecting
health information to take steps to allow for the
submission of such information in a standard elec-
tronic format rather than on paper or through other
inefficient means.

Section 5.

HEALTH INFORMATION TECHNOLOGY ADVISORY
COMMITTEE

This section calls upon the governor to appoint a
broadly representative Health Information
Technology Advisory Committee to provide input
about a wide range of health IT issues and help
identify ways for accelerating the deployment and
effective use of such technology within the state.

Section 6.

FINANCIAL INCENTIVES FOR DEVELOPING
HEALTH INFORMATION NETWORKS

This section authorizes a program of grants and
loans to encourage the development of local and
regional networks for exchanging health information
among health care providers, health plans, public
health agencies and other authorized users. It

also authorizes the issuance of state revenue
bonds to support the health information network
loan program.

Section 7.

MEDICAID VALUE-BASED PURCHASING
PROGRAM

This section directs the state Medicaid program to
revise Medicaid payment policies to implement a
Value-Based Purchasing Program, under which finan-
cial incentives are provided to health care providers
meeting certain reporting or performance criteria
relating to health care quality and efficiency meas-
ures, including improvements in quality through the
electronic exchange of health information.
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Section 8.

MEDICAID COVERAGE OF TELEMEDICINE
SERVICES

This section directs the state Medicaid program to
expand the list of Medicaid-covered services to
include telemedicine services — services that are
similar to already covered services involving face-to-
face contact with the patient but that also can be
provided safely and effectively using interactive video
teleconferencing or store-and-forward technology.

Section 9.

REMOVING LEGAL BARRIERS TO

THE ACQUISITION AND EFFECTIVE USE OF
HEALTH INFORMATION TECHNOLOGY

This section requires the secretary of health or
comparable state official to submit a report to the
governor and legislature regarding barriers to the
adoption and effective use of health IT within the
state, together with recommendations regarding
corrective legislation or other actions to address
these barriers. The report must specifically address
barriers to patient access to telemedicine services
provided across state lines by out-of-state physi-
cians due to state professional licensure policies
and practices.

Section 10.
SEPARABILITY
Section 11.
EFFECTIVE DATE

Please visit www.techceocouncil.org/modelhealth
to see a complete discussion draft of Model
Legislation.
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